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CHAPTER 1 

HEALTH AND SAFETY 

A. Definition of K3:  

• Safety related machinery, aircraft equipment, materials and processing process, the 
workplace and the environment and ways to do the job.  

• Primary means for prevention of accidents, disability, and death as a result of workplace 
accidents  

B. Legal Basis  

Undang-Undang No. 1 Tahun 1970 about Healty and Safety:  

Regulated by this Act is safety in all workplaces whether on land, in soil, surface water, in 
water or in the air, which was in the territory of the Republic of Indonesia.  

C. The purpose K3  

• Protecting the rights of labor over its safety in performing the work for the welfare of life and 
increase production and national productivity  

• Ensure the safety of every other person residing in the workplace  
• Maintaining production sources to be used safely and efficiently  

D. Definition of Accident  

• Unexpected events (no intention) and not expected because the resulting losses, both 
material and suffering for those who experience it.  

• Sabotage or criminal acts outside the scope of an actual accident  

Work Accident Losses  

5 K :     1. Damage  

2. Organisasi Organizational Chaos  

3. Complaints and Sadness  

4. Disability  

5. Death  

Accident Classification  

1. According to the type of accident  

- Felt down  

- Affected falling bodies  

- Crushed or hit by objects  

- Pinched by items  

- The movement that exceeds the capabilities 

- Effect of high temperature  

- Hit by electrical shock  

- Lightning  

- Contact with hazardous materials  

- Other 
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 2. According to the source or cause of accidents  

a. From the machine  

b. Equipment transportation and lifting equipment  

c. Materials / substances and radiation erbahaya  

d. Work environment  

3. According to the Nature of wounds or abnormalities  

Broken bones, bruises, concussions, burns, poisoning sudden, due to weather, etc.  

Accident Prevention  

Accidents can be avoided by:  

1. Implementing legislation with discipline  
2. Applying the standardization work that has been used officially  
3. Properly supervise  
4. Install warning signs  
5. Conducting education and outreach to the community  

Accident prevention  

1. Fire Reduction 

• Do not throw cigarette butts are still burning in places containing flammable materials  

• Avoid light sources in the open  
• Avoid explosive dust clouds  

Fire equipment  

Fire extinguishers and fire prevention contain of two types:  

1. Installed equipment in place  
1. Automatic sprinkler  
2. Water pump  
3. Pipes and hoses for water flow  
4. Fire extinguisher with dry CO2 or foam materials  

Fire extinguishers 1-3 type used for fire-fighting a relatively small, there are water sources in fire 
locations and the location can be reached by the equipment. While appliance type-4 to be used if 
the fire is relatively large, difficult to reach the location of fire extinguishers, whether or not there 
is adequate water source, or there is any installation or electrical equipment, and there is a place 
of storage or combustible liquids.  
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(a) (b) (c ) 

Figure (a)shows the house (cabinet) where the firefighting equipment. On the left is where the roll 
pipe for water flow, whereas on the right contain a fire extinguisher that can be taken. Tools of 
this type can contain materials dry or foam extinguishers.  

Figure (b) is a fire extinguisher types of water pumps. This tool is typically installed on the 
sidewalk and the alley between houses in a housing complex. If there is a fire in the 
neighborhood, the car will take water from the fire appliance. Water will be sprayed into the scene 
of the fire through a fire engine.  

Figure (c) is a type of fire extinguisher automatic sprinkler. This tool is typically installed in the 
room. Red as a stopper element which is coated with special glass of water. If there is a fire in 
the vicinity or inside the room, the room temperature will rise. If the air temperature around the 
tool has reached a certain level (80 0) protective glass stopper element will be automatically 
broken and the water will be emitted from the apparatus.  

2. Can move or be brought  

This tool should still be available in every office and even household. Installation of equipment 
should be in place most likely in case of fire, but not too near the fire place and easily accessible 
when there is a fire.  

How to use fire extinguishers can be seen on the label that exists in every type of appliance. 
Each product has a sequence of how to use different.  

If there is a fire around you, immediately report to the Fire Department or the nearest police office. 
Please help firefighters and police to release the road about the location of fire from the crowd of 
people or vehicles other than vehicles Lais and firefighters or police.  

2. Due Fire Fighting Lightning and Electrical Installation  

• Make electrical installations in accordance with the applicable rules  

• Use a fuse/ MCB in accordance with the measures needed  
• Use standard cables are properly secured  
• Replace worn cables or acat installations or other electrical equipment  
• Avoid branching connections between houses  
• Perform measurements penghantar continuity, insulation resistance, earth continuity and 

resistance periodically  
• Use the dealer installation standard lightning  

 

3. Accident Reduction in Elevator  
• Pair warning and instructions which is readable by the user if an emergency occurs  
• Do not give lifts loads exceeding its capacity  
• Do not carry an open flame sources in the elevator  
• Do not smoke and throw cigarette butts in the elevator  
• In case of disconnection of electricity, the elevator will stop at the nearest floor and the elevator 

door open for a moment immediately after the stop. Immediately out of the elevator with caution  
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4. Accidents Reduction on Dangerous Substances  

Dangers of hazardous substances are materials for their production, processing, transport, 
storage and use causes irritation, fire, explosion, corrosion, dead, poisoning and other hazards 
on health problems of people or cause damage to objects or property  

 

 

1. Explosive materials  

Is a material that is explosive. This is the most dangerous substances. This material not only 
explosives, but also all the ingredients individually or in a particular mixture when heated, violent 
or friction will make explosion is usually followed by a fire. Examples: metal salts that can explode 
due to oxidation alone, no particular influence from the outside  

2. Oxidize materials  

This material is rich in oxygen, so the risk of fire is very high.  

3. Material flammability  

Hazard rate of these materials is determined by the point of burn. The lower the point even more 
dangerous burn  

4. toxic materials  

This material may be liquid, powder, gas, vapor, clouds, can smell and no smell. The process of 
poisoning can occur due to ingested, inhaled, contact with skin, eyes and so forth. Example: 
NaCl material used in PCB manufacturing process. This material will often cause itching and 
even skin irritation if touched  

5. corrosive materials  

These materials include acids, alkali, alkali, or other strong materials that can cause fires in the 
skin that touched  

6. radioactive materials  

These materials include radioactive isotopes and all compounds that contain radioactive material. 
Example: paint shine  

Precaution  

• Installation of warning labels and signs  
• Processing, transportation and storage should be in accordance with existing regulations and 

rules  
• Keep hazardous materials in a place that meets the requirements of security for the storage of 

materials  

Danger Signs Symbols  
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a. Bahaya Ledakan b. Bahaya Oksidasi c. Bahaya 

Kebakaran 

d. Bahaya beracun  

    

e. Bahaya korosi  f. Bahaya Pencemaran 

Lingkungan  

g. Bahaya Iritasi h. Bahaya  Radiasi Ion 

E. Other Safety Approach  

a. Plan  

Personal safety should have taken into account since its establishment phase plan organization 
(school, office, industrial, company). Things that need to be considered include: location, storage 
facilities, treatment facilities, waste disposal, lighting, etc.  

b. Placement a good and orderly:  
o placing items in proper places, do not place items in a place used for people and traffic lanes 

used for emergency rescue  
o Maintain cleanliness of the environment from harmful substances, such as avoiding oil spills 

on the floor or pedestrian traffic  

c. Dungarees  

• Avoid clothing that is too loose, a lot of rope, tie dress, dress torn, lock / chain bracelets, if 
you work with a rotating barabg belongings or moving machinery such as grinding machines, 
spinning machines  

• Avoid clothing from celluloid materials if you are working with the material is explosive or 
flammable  

• Avoid carrying or storing in pocket pointy things, sharp objects, explosive materials, and / or 
combustible liquids  

d. Protection Equipment  

• Glasses  

Use glasses that match your job to deal with, for example for welding work needed glasses with 
glass that can filter the rays of welding, used swimming goggles to protect eyes from the water 
and hazardous substances contained in water  

• Shoes 

Use shoes that protect feet from heavy that struck the feet, nails or objects tajamlain, 
incandescent objects, and acids that may be trampled. Shoes electrical workers should be fired 
for non-conductors, without metal nails  

• Gloves  

Use gloves that do not impede movement of fingers and tangan.Pillih glove with the material 
according to the type of work handled, such as gloves to protect themselves from a puncture or 
sayata, hazardous chemicals, heat, electric shock or a certain radiation, different material  

• Safety Helmets  
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Use a hat that protects the head ddr falling objects fall or other objects that move, but still 
lightweight  

• Ear Protection Equipment  

To protect workers from noise, moving objects, splashing hazardous materials  

• Lung Protection Equipment  

To protect workers from dangerous air pollution, toxic gases, or the possibility of  

• Other protection tools  

As a safety rope to protect workers from potential fall  

F. Warning Safety In Workplace  

 
 

 

a. Danger signs b. sign the 
recommendation 

c. signs of fire protection 

   
d. emergency signs e. hospital or clinical signs 

of health 
f. prohibition signs 

 
g. warning signs about the dangers 
of electrical voltage 

 
h. a warning sign not to a switch ON 

 

Shape and Color for Safety Symbols  
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G. Safety Organization  

• The main objective of the establishment of the safety organization is to reduce the rate of 
accidents, sickness, disability and death due to employment, with a healthy working environment, 
clean, safe and comfortable  

• Organizations can be formed at the level of governments, companies or by groups or trade 
unions.  

• In America, the safety organization for private sector workers formed under OSHA (Occupational 
Safety and Healthy Administration) OSHA make regulations relating to occupational safety and 
health. This organization consists of four parts: Part Planning, Operations, Logistics and finance 
section. Personal organization could consist of government, police, doctors, psychologists, 
technical experts, psychiatrists, etc..  

• In Indonesia, the government organization that deals with employment safety at the central level 
was established under the Directorate of Occupational Health and Safety Norms. In addition, this 
kind of organization was also formed in the bonding companies and certain specialists.  
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CHAPTER II 

Hygiene and sanitation 

A. Definition Hygiene  

To achieve vibrant health, in the book entitled "The Theory of Cattering", that hygiene is the study of 
health and prefentation of the deasis that matters is the science of health and disease prevention.  

Cleanliness is a discipline that studies how to live healthily and how to achieve the hygienic 
conditions (hygiene condition). Based on teaching material K3 (Health and Safety), the sense of 
cleanliness is a pile of business to protect, preserve and maintain and improve the health of humans, 
so do not disrupted or affected mdah from any health problems.  

Definition of Hygiene according to Undang-Undang No 11 tahun 1962 is ”Segala usaha untuk 
memelihara dan mempertinggi derajat kesehatan” ("All efforts to maintain and enhance the level of 
health" ) 

Examples of hygiene measures:  

• wash hands before eating  
• Wash your hands after doing maintenance and repair of the printer  
• Health checks on workers  

B. Definition Sanitation  

Sanitation is a priority public health efforts or focused on the monitoring of various environmental 
factors that influence the level of human health status.  

According to Ehler and Steel (1980), sanitation is an attempt to monitor the environmental factors that 
can represent the disease transmission chain.  

Understanding of sanitation leads to concrete efforts in creating conditions of hygiene and are stated 
with the implementation effort in cleaning form, arrangement, sterilization, pest spraying, and the like. 
Therefore, if the hygienic is the goal, then the sanitation is a real action to achieve those goals. To 
implement this, we need a system that regulates the implementation of hygienic and sanitation, while 
according to West, Wood and Harger (1996), sanitation comes from the Latin "sanus" which means 
"sound and healthy" or clean thoroughly.  

C. The purpose of Sanitation and Hygiene  

The objectives of the business of hygiene and sanitation is to prevent disease and poisoning and 
other health interfere as a result of the interaction of environmental factors.  

D. Scope of Hygiene and Sanitation  

1. Supply of clean water (water supply)  

2. Sewerage (Sewage Disposal)  
3. Disposal of waste (refuse disposal)  
4. food hygiene 
5. housing sanitation 
6. industrial sanitation 
7. Sanitation in public places (public sanitation Places)  
8. Rodent and insect control 
9. Noise control 
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CHAPTER III 

Health And Safety (K3) in ICT  

A. The principles of occupational health and safety (k3)  

IIn the world of large industrial or office buildings that use large quantities of computers, health and 

safety must be factored very important. users also need to apply the principles of maintaining health 

and safety, according to existing guidelines. A person who uses a computer daily for work, education, 

or hobby should consider the health principles in order to avoid interference from various health 

kesehatan.Gangguan that may arise due to the use of computers is:  

1. Ocular disorders  

2. interference with the head  

3. disorders of the hand  

4. disturbance on body  

One of the computer equipment that potentially cause health is monitored. As we know, the monitor 

screens emit radiation or emission of elementary particles and radiation energy. Radiation energy 

can remove electrons from atomic nuclei thus becomes a positive charge and are called positive ions. 

Meanwhile, the electrons released can live free or bind other neutral atoms and form negative ions. 

This can cause adverse effects on the atoms in our bodies. Radiation emitted by computer monitors 

include:  

1. X-ray  

2. ultraviolet rays  

3. microwave  

4. extremely low frequency electromagnetic radiation  

Health problems allegedly caused by radiation is a disease katarak. every computer user needs to 

manage the computer usage time. If you must work at a computer in a long time, try to set the time 

interval in order not to stare at the screen constantly monitor. radiation generated by computer 

monitors, we need to consider also other factors that potentially cause health problems, namely 

positions body, position equipment, lighting, and environmental conditions (temperature, air quality 

and noise). Using the computer with the correct body position, will provide comfort when working. 

With a relaxed body position, we can work effectively and our health would be maintained. Science 

that studies how to organize seating position is good and right in front of the computer called 

ergonomics. Convenience is needed among other things usher or hardware or computer hardware;  

• sitting positions: the ideal place who sat and leaned back, the chair can rotate and dependable 

ideal regulated high and low, who do not lean the seat back fatigue can interchangeable.  

• eye position: must be straight and not too high or low, if high or low position of the eyes to make 

the neck get tired, who should screen who used low-radiation, or LCD type display.  

• hand positions; who choose soft keyboard keys and use your fingers to type as much as possible.  
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Here is the correct sitting position when using the computer.  

1. Part of the head and neck head and neck  

Arrange for the position of your head and neck straight with eyes straight ahead. With this 
position, you will be able to survive longer in front of the computer and not feel tired quickly. 
Positions that are too flexible neck and head, looking up or down when facing the monitors are 
not justified because it will make you tire quickly.  

2. Dorsally  

Sit with your back straight and relaxed which is the correct position when using the computer. 
Bodies that are too bent, too tilted to the left or right, can cause pain. Keep your entire back 
propped up well by the back of the chair.  

3. The shoulders Position 

Arrange the position of the shoulder in such a way so that the shoulder muscles are not tense. 
Keep your shoulders are not too down or too upright.  

4. Arm position  

A good arm position is located beside the body and the elbow angle to more greater than 90 
degrees.  

5. The foot part  

Use a foot rest or footrest so that the legs are in a comfortable position.  

Besides the things above, you need to consider the following things in order to maintain your health:  

• adjust the seat height with your height  
• make sure that the distance between the monitor and the eye of at least 80 cm.  
• use the monitor refresh rate of 72 Hz to minimum in the eye does not tire quickly  
• use that has a padded arm chair  
• lighting control monitor.  

Of course, general practices are taught by specialists in maintaining health such as healthy eating 
and drinking, adequate rest, and exercise also needs your attention.  

In terms of hardware or computer hardware, you need to consider the following factors as highly 
influential on the health and safety.  

a. Position the monitor  

Monitor effect on eye health because of radiation release. To reduce the complaints of the eyes, 
do the following things:  

• place the monitor in a room with adequate lighting (not too bright and not too dim)  
• directly in front of your eyes  
• Arrange the brightness of the monitor so the light that came out not too bright or too dim  
• use a screen filter (filter monitor) to reduce radiation.  

b. Position keyboard  

Place the keyboard with a lower position of the monitor, but not too low.  
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c. Position the mouse  

Location of the mouse is right next to the keyboard. Customize your hands that you normally use 
for work. If you work with your left hand, place the mouse to the left of the keyboard and arrange 
to be left Handed mouse settings through the operating system.  

d. The position of tables and chairs  

Arrange tables and chairs in such a way as to position your sitting in front of the monitor more 
comfortable, and you can reach the keyboard and mouse with ease. In addition to his position is 
set, the computer hardware must be maintained at all because the devices that use electricity.  

e. Position Monitor  

CRT uses high voltage electricity and requires substantial resources. Avoid splashing water from 
the monitor because it can cause a short circuit or short circuit that can endanger your safety.  

f. CPU Box  

CPU box that is placed on the floor and not equipped with ground can provide electricity when we 
touch her bare feet. To avoid misunderstanding, the CPU box should be placed in a safe, for 
example on the table. CPU box can be earthed (grounded) in a way connected to the ground or 
wall using a piece of copper wire. Because it requires the consumption of CPU power, then we 
must keep him away from liquid objects and animals or insects to avoid short circuiting.  

g. Cables  

Arrange the cable structure in good and neat. Check socket or power source, not to get loose 
because of unstable electricity potentially damaging computer hardware and cause short 
circuiting.  

After we know what the correct position in front of the computer then the next step is how to treat 
computer. Computer should also be properly treated so that the computers we use are not broken.  

First the computer must be placed in a safe place. Safe from the reach of children, safe from fire, 
safe from the sun shines continually, and safe from splashing water.  

Further steps in the use of computer usage is always start by installing socket for power supply, then 
contact hidupkan.Stop should not rocking and steady so that electrical current flow krn tidk disrupted 
direct PLN average from 220 volt cable and dangerous for us quite a lot so needful to avoid crowded, 
cables can be in trim to isolate it or tie it with rubber, thing to note is that the stabilizer, it should be 
used for electrical current buoyant down and verifiable cause damage to the hardware.  

After the socket is installed proceed with the ON / OFF treatment like this is called a cold boot, cold 
process should be used with caution and repeated, wait a moment krn computer is set according to 
the BIOS and checked the computer device such as a monitor, keyboard, mouse, printer and as his.  

After the desktop is ready, start there on the bottom left of the screen, will display the pull down menu, 
then select the program that will appear on the menu.  

Conclusion:  

"We need to know the condition of your use of computer hardware and periferalnya for the health and 
safety. Settings and the hardware position and body position while working should we pay attention 
to avoid adverse effects the use of information and communication technology. Negligence or 
carelessness can bring about negative effects that endanger our health. 
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CHAPTER IV 

APPLYING THE CONCEPT OF ENVIRONMENT 

A. HOW TO KEEP IN THE CLEANLINESS OF WORK 

"Cleaning the base of Health" byword this will never obsolete because it is true that the early life of 

cleanliness to be healthy. Even in the religion of Islam says that cleanliness of some of the faith. To 

carry out the grains of faith such as praying, fasting, and pilgrimage, and spiritual bodies must be in 

clean condition. From here we can understand the value of cleanliness was very high in life is no 

exception in the world of work. 

Cleanliness of the working world requires for comfort in every person working. Without a work space 

or workplace clean, then do not feel comfortable when working to obtain. If feeling good is not 

obtained by the staff and employees then obviously will reduce labor productivity which in turn would 

reduce the productivity of the company. This condition is certainly not desired by any company 

management is no exception. 

Computer is an electronic device which is very sensitive to environmental changes. A comfortable 

environment will help both in terms of performance brainware (staff and employees) or hardware 

(computers and periferalnya) itself. 

Some important points of environmental conditions in order to obtain working comfort and security of 

computer performance. 

1. Always available bins. As explained at the beginning of that cleanliness is an important value in 

work, therefore there is absolutely clean environment for working comfort. Availability of adequate 

bins needed to be a clean environment. For ease of recycling, waste should be categorized 

based on organic waste and inorganic waste 

2. Do not eat or drink in front of the computer. Food and beverage invites or animals that enjoy such 

as ants, rats and cockroaches. The presence of these animals will interfere with computer 

performance and can also interfere with workers' health 

3. Airconditioned room as much as possible. Already mentioned above that the computer is a 

sensitive tool by environmental changes, including air temperature. Computer performance could 

be affected by temperature and high humidity room. Therefore, the space should be regulated 

temperature and humidity by using air conditioning 

4. carpeted to avoid static electricity. Electronic circuits on computer is also sensitive to static 

electricity. Static electricity can damage the existing data in the computer even the series itself. 

Therefore, static electricity must be avoided 

5. for tidiness, there is space for the cables under the floor. The manner in which such a small stage 

that is as high as approximately 5-10cm above the floor. Cabling good power / electricity or 

network is placed between the stage and floor. It is intended for tidiness. 

6. do not use footwear from the outside. Due to space has air-conditioned and carpeted, it is not 

advisable to use footwear from the outside. This is to prevent entry of dust from outside. Dust is 

one of the enemy's computer. Besides causing dirty can also penyebabkan static electricity. 

Instead, computer room available in a special footwear used in that space. 

7. use cover for the keyboard and monitor. The keyboard is one of the computer part that is 

vulnerable from dust because of the many curves. To avoid the keyboard and the monitor then 

you should use a special cover 
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8. tidiness power cord, attached with a cable strap. For tidiness computer cable that is made up of 

many wires (at least the power cable, mouse cable, monitor cable and keyboard cable) then the 

cable should be bound using plastic cable ties. 

9. always use a mouse pad. Either mouse or trackball technology that uses infra red light. This is 

important for user comfort. 

10. if you use a trackball mouse is always cleaned periodically. Trackball mouse consists of the ball 

and sensors. Often the dust pollute the ball and sensors so annoying sensitivity of the mouse 

pointer on the screen sometimes even as "running" his own. To avoid this, as often as possible 

mouse cleaned by opening the existing cap on the bottom. 

11. light coming from the left or right, should not be from the front. Lighting is very important to avoid 

the case of eye discomfort at work. Whether natural or artificial rays of light should come from the 

left side of the workers so as not to cause shadows hand while writing. 

12. if using a CRT monitor may not be from the rear light. When using computers, especially with 

CRT monitors should avoid the use of light coming from behind. This is to avoid glare in the 

sense of looking at the monitor because it is slightly convex so that what is on the monitor screen 

can not be seen clearly. 

13. In air-conditioned room at any time be opened to change air (ventilation). For air in air 

conditioned spaces can change it at any time by turning off the ventilation opening in advance of 

existing air conditioning. This treatment does not require a long time, enough for 1 hour a week. 

The air is always trapped in air-conditioned room without being replaced is not healthy. In 

addition to healthy as well to avoid odors that may be uncomfortable. 

14. The location of the computer room in large sizes such as data centers should be far from the 

danger of flooding, away from residential areas but easy to transport. For a large company, data 

center absolute existence, the data is the most valuable asset. To avoid the possibility of danger 

that threatens the existing data, the computer room should be far from the potential dangers of 

floods and fires. For the placement of the computer room away from large rivers that have a 

history of flooding, away from densely populated settlements to avoid fire-prone areas and by 

lightning strikes. 
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FIRST AID AT THE ACCIDENT 

A. GENERAL  

First Aid or P3K is a knowledge and skills because if we only know the theory alone without doing 
any exercise or practice, then we are not trained mental when we are actually facing the truth. 
Conversely, if we direct reading practice without theory is likely we will do the wrong relief to victims  

As a lover of nature, this material is important to study, because the natural conditions are often 
unpredictable and very probably no accident that we expect. medical personnel, health facilities and 
infrastructure is difficult to reach. So the only option is to try to rescue victims while at the hospital or 
the nearest doctor.  

B. PURPOSE OF FIRST AID, ADVANTAGES AND OBJECTIVES P3K  

P3K intent is to provide first aid at the accident site quickly and the incident just before the 
medics arrived, or before the victim was taken to the hospital so much worse incidents can be 
avoided.  

The goal is to prevent death and preserve life, prevent the decline in body condition or disability.  

C. ATTITUDE, LIABILITIES AND REGION ONE HELPER 

Attitude helper:  

• No panic, acting deftly, calmly unaffected complaint should not underestimate the injuries the 
victim suffered casualties.  

• Seeing the victim breathing give artificial respiration if necessary.  
• Stop the bleeding, especially outside the width of the wound.  
• Notice the signs of shock.  
• Don’t be hasty rush move the victim, before we can determine the type and severity of injuries 

suffered by victims.  

Attendant Liabilities:  

• Consider the circumstances surrounding the accident site  
• Note the state of the patient  
• Plans in the heart in ways that rescue will be done  
• If the victim dies notify the police or take the victim to the hospital  

Area Attendant:  

First aid temporary nature. It means we have to keep bringing victims to the nearest doctor or 
hospital for further help and ensure victims get the help that is needed.  

D. ENGINEERING IN P3K  

D.1. Priorities in P3K  

► sequence of actions in general:  

o Find a description of the cause of the accident  
o Secure the victim of a dangerous place  
o note the general condition of the victim; respiratory distress, bleeding, and awareness.  
o immediately do further help with the tools available.  
o if the victim conscious, immediately inform and introduce.  
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There's also called the principle of life saving, meaning that we take action to save the soul of the 
victim (emergency department) first, then after a stable followed by action to address other health 
problems. Emergency is a condition in which the victim in a state of threat on life, and if not 
helped in that moment his soul could not be saved.  

D.2. Bandage  

The purpose of the Bandage is to reduce the risk of damage to existing networks so as to 
prevent death, finance pain, and prevent defects and infection.  

Usefulness Bandage are:  

1. closing the wound so as not exposed to light, dust, dirt, etc..  

2. pressure  

3. reduce or prevent swelling  

4. restrict movement  

5. splint is tied.  

► Types of Bandage:  

1. Triangular or mitela Bandage  

Triangular bandage made from white fabric that is not chalky (mori), looked thin, weak and strong. 
It can make itself, in a way to cut straight from one corner of a square length cloth each side 90 
cm in order to obtain two pieces of triangle bandages.  

2. Plaster Bandages  

Used to glue the gauze pads, bandages puller (broken bones, joints thigh / knee inflamed), 
fixation (rib fractures that do not break the skin), Beuton (tools for both glue the edge so that 
hastily closed wound).  

3. Bandages Roll Band.  

4. Bandages Fast.  

These ready-made bandage consists of layers of sterile gauze, and bandage rolls.  

► Indication Bandage:  

Stop bleeding, protect the bacteria / germs in the wound, reduce pain.  

► Form and bandaged limbs:  

1. Round, at the head.  

2. Long round but oval, small means to the end, the base of a large number, on the forearm and 
calf  

3. Almost the same length round tip with a base, on the neck, body, upper arms, fingers.  

4. No known form, in joints  
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D.3. Pembidaian  

Splint is a tool used to maintain its position (fixation) broken bones. The goal, to avoid excessive 
movement of the broken bone. Terms splint installation:  

1. Splint should exceed two broken joints  

2. Splint should be made of strong, stiff and flat.  

3. Splint wrapped so soft.  

4. Ties should not be too tight because of tissue damage but not too loose.  

► splint Tools:  

1. Boards, bamboo, branches  

2. Own limbs  

3. Cardboard, magazines, fabric  

4. Pillows, bolsters, blankets  

D.4. Respiratory artificial  

Often called the basic life support (BHD) or cardiac pulmonary resuscitation (CPR), the point is to 
do an emergency oxygenation. Performed on the accident:  

1. Choking,  

2. Sink  

3. Electric shock,  

4. Unconscious patients,  

5. Inhaling the gas and / or lack of oxygen,  

6. young heart attack, cardiac arrest occurred primers.  

► RJP Phase:  

A = Airway control  

B = Breathing support (artificial ventilation and pulmonary oxygenation emergency)  

C = Circulation (introduction absence of pulse)  

For CPR techniques can be seen in the attachment picture.  

E. Evacuation and Transportation  

Evacuation is the act of transferring casualties from the accident scene to a safer place with 
simple ways of doing in the areas that are difficult to reach began after an emergency. Rescuer 
should perform evacuation and emergency treatment during the trip.  

How to transport the victim:  
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1. Transportation without using tools or manually  

Generally used to move a short distance and the victim with minor injuries, recommended the 
appointment of a maximum of four people victims  

2. Transporting the equipment (stretcher)  

Series of displacement victims:  

1. preparation,  

2. appointment of a victim to the stretcher,  

3. granting a blanket on the victim  

4. The layout of the victim on a stretcher adapted to the wound or injury.  

The principle of the appointment of a victim on a litter:  

1. removal of the victim,  

Must effectively and efficiently with the two principal steps; use the tool body (thighs, shoulders, 
pelvis), and expenses may be with the victim's body tightly.  

2. Attitude lifted.  

Keep neat and well-balanced in a position to avoid injury.  

3. Ready to lift and position the road.  

Usually the position of the victims were in front of the foot and head-height of the foot, except;  

o ascending, when the leg is not injured,  
o decreased, when leg injuries or hypothermia,  
o transport to the side,  
o entering into an ambulance except in certain circumstances  
o feet higher in a state of shock.  

 

F. TRANSPORTATION  

Is an activity where the removal of victims from emergency to a better treatment facilities, such as 
hospitals. Usually done for patients / victims of injuries severe enough to be referred to a doctor.  

Procedures for removal of the victim:  

a. Basic moving the victim; secure, stable, fast, control the victims, looking after the air to keep 
them fresh.  

b. Terms removal of the victim:  

1. The victim about the general situation is good enough  

2. There is no respiratory distress  

3. Haemorrhage has been overcome  
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4. Wound was bandaged  

5. Fractures already dibidai  

During the course of monitoring the removal of victims from the victim needs to be done about:  

- General condition victim  

- consciousness 

- Circulatory system (pulse and blood pressure)  

- Respiratory System  

- Part of an injury.  

 

G. SOME ACCIDENTS AND help  

1. Fainting 

That victim was unconscious but his breathing there.  

Various kinds of unconscious:  

a. Fainting due to sunburn  

Symptoms: cessation of perspiration suddenly, the victim is weak, headaches, can not walk 
upright, the body temperature 40-41 º C, rapid and irregular breathing.  

Relief: lay quiet place and a lot of wind, komperes entire body with cold water, try to avoid 
mengigil by massaging the feet and hands, when the state does not improve take it to the 
hospital.  

b. Fainting from exhaustion / starvation 

Symptoms: chills and sweating, weak, dizzy vision, awareness decreases.  

Relief: flat-lying place, place the head lower than feet, open shirt top, and loosen clothing 
pressing. If vomiting tilt the head, give the smells that stimulate, after consciously giving sugar 
water drinks.  

2.  Shock  

Namely: blood circulation disrupted because of lack of fluids resulting in disruption of the 
appliance body.  

Symptoms: decreased consciousness, rapid pulse rate> 140/menit and the longer slowing down 
and even disappear, people with nausea, body cold, damp and pale, irregular breathing, blankly, 
not glowing, pupil dilated  

Relief: Lay the head lower than feet except a concussion, the patient pull the tongue out, clean 
the nose and mouth of the obstruction, give a blanket, stop the bleeding if there is a broken splint 
bone plug, take it to RS 

3.  Sprain  
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   Circumstances in which the joints out of joint, then back again. Help: 
-Rest position of the victim with a sprained ditnggikan 
-Allow dikomperes warm water and massage gently 
-When installed kness knees Dekker, doing the Bandage so hard on other parts 
-Bring to the Hospital to see if there are cracked or broken bone 

4.  Fracture  

According to contamination: 
closed fractures: the tip of the bone was not outside 
signs: abnormal movements, the additional existence of swelling, pain when driven. 
Help: make sure the bone is broken, do not move by placing the splint and taken to hospital. 

b. Open fractures: the tip of the bone on the outside.  

The signs: bone sticking out, get dirty, difficult to stop bleeding. 
Relief: wash the wound with clean water, the bone that came out included, cover with sterile gauze, 
use anti-septic, pairs of elastic bandage and splint after your pairs and direct transportation. 
Kind of an open fracture 

4.1. vertebral fracture,  

Difficult to determine if a mistake would be fatal 
Relief: when the victim fell or sat down hard, complaining of back pain and pain when pressed, the 
victim should not be sitting, your back should remain flat and in transportation in a state of supine and 
in the splint.  

4.2. Hip fractures.  

Difficult to determine 
Relief: when the victim fell back or side and complaining of pain and hurt to sit, then just on 
transportation in the state lying.  

4.3. Rib fractures.  

The signs: there is trauma, to breathe in the pain, tenderness bated breath. 
Help: be careful not to lift by pressing the chest area because it could be a rib fracture through the 
lungs ynag would be fatal. Can be assisted with the installation of plaster width of the back, around to 
the chest, gently direct transport to the hospital, the victim sit or lie in a state of origin of the broken 
part was not depressed.  

4.4. Small fractures.  

Aid: to meta-carpal and fingers, holding the ball wills of the victim and then wrapped with elastic 
bandages. But for metatarsalia and toes quite directly attached elastic bandage.  

5.  Mountain Sickness 

Occurred at an altitude of 2000 masl reaction depends on the immunity of the person concerned:  

a. Acute mountain illness.  

Symptoms: the patient felt dizziness, headache, fatigue, drowsiness, chills, nausea, and vomiting, 
pallor, shortness, restlessness, difficulty concentrating, disturbed sleep. This is because oxygen is 
reduced daam body. 
Relief: rest for 24 to 48 hours, when no changes down to a lower place. 

 b. Acute mountain illness accompanied by lung disorders.  
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Occurred at an altitude above 3000 mdpl, Symptoms: appearance 36 hours after arrival at the venue. 
The signs: dry cough, even coughing up blood, seesak breath, chest teretekan pulse quicken, the 
patient was pale, turned blue and collapsed. 
Relief: lying with his head lower than the rest of the body, give artificial respiration if necessary, lower 
the patient to a lower place, take it to the hospital. 

6.  Burns.  

Injuries caused by fire, hot objects, hot water, electricity liran, and chemicals. 
Degree of Burn Injury: 
Degrees I: only on the surface (epidermis), the form of a reddish color to the skin, there is pain, 
usually heal spontaneously within 7-10 days. 
Degrees II: on the dermis layer, there is a bubble filled with fluid, painful, with good equipment 
recover within 10-14 days. 
Degrees IIB: about the inner dermis, the bubbles usually burst, pale color, pain, embuh LMA and 
cause scars. 
Degrees III: all layers of damaged skin, healed a long time and cause severe disability. 
Burns should look at the degree of depth, surfaces, and extensive burns it. Burn hazard area is the 
condition of patients with life-threatening dehydration. 
Relief: First, we must relieve the patient's body from material causes. Areas that burned quite enough 
in the soak / in flush with cold water (not ice water) because it will increase the pain. Extensive burns 
should immediately get extra fluids to prevent dehydration, if the area burned> 10% patients treated 
in hospital.  

7. Drowning.  

Help give artificial respiration, felt the pulse of the neck, if not palpable to do heart massage by 
pushing or hitting the victim's chest palms premises, conduct until the victim conscious, empty the 
water in the victim's stomach with his head cocked slightly lower than the belly, then put into the back 
until the water comes from the mouth.  

8. Foreign objects that enter the body  

a. Foreign body in the nose, for example Pacet.  

How: 
- Put a glass of cold water in front of the cavity so that Pacet out or dribbled tobacco juice into the 
nose 
- After Pacet release its bite, pull with tweezers 

b. Foreign bodies were in, for example insects.  

How: 
  - Drop a few drops of kerosene 
-  Give a warm-water 

9. Animal Bites  

Animal if bite will cause three problems, namely:  

a. The wound, how to resolve:  

- wash the wound thoroughly with water (sterile). 
- Remove foreign bodies 
- Remove dead tissue 
- Provides anti-septic 
- Sutures 

.  
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b. Infections, provide ways to overcome the anti-serum.  

c. Poisoning, how to resolve:  

- Calm the patient so as not to spread quickly, 
- Lay patient with a lower position of the heart 
- Provide a strong bond above and below the bite site 
- Wash thoroughly 
- Rest place bitten 
- Avoid manipulation (massage-massage) 
- Send to hospital 
For example:  

a. Snakebite  

These toxins are damaging the cells after four hours, the poison will spread throughout the body.  

Help in injury 
Put pressure on the bleeding source 
Wash the wound thoroughly with sterile water 
Eliminate foreign object in the wound 
Throw away the dead tissue 
Provides antiseptic 
Sutures 
Closing the wound with sterile gauze 
Danger of infection: 
Same with injury 
Give an injection of ATS 
On poisoning: 
Lay the patient with a lower position of the heart 
Try to stay calm patients, to prevent spreading fast 
Giving strong ties top and bottom of the place bitten by 10cm, Loosen each ¼ ½ hours and 
minutes 
Resting the bite 
Avoid manipulation with massage-massage 
Take it to the hospital  

b. Bitten Pacet  

Pacet leech saliva contains substances or anti-clotting blood, allowing blood to flow continuously 
through the frozen injury that causes itching and swelling. 
Help: 
Remove Pacet by bringing / tobacco dripping ketubuh leech, then rub the bite with anti-itch ointment.  

c. Insect bites  

May cause swelling, redness and pain 
Help: 
- Stings of insects taken 
- Former bite anti-itch ointment rubbed with (reason) 
- Give painkiller (aspirin, antalgin, etc.) 

10. Food poisoning. 

Relief: 
make sure the patient vomit with ceiling memekan throat with a finger through the mouth. 
After vomiting give charcoal proanalisa / finely ground charcoal 
If need be given artificial breathing 

.  
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H. RECOGNITION MEDICINES  

EXTERNAL REMEDIES  

Rivanol 
Plaster 
Betadine 
Eucalyptus oil 
Alcohol 
Eye drops 
Bioplasenton 
Counterpain 
Cotton Cotton 
Bandage 
Oxycan  

IN MEDICINE  

CTM 
Paracetamol / Antalgin 
Charcoal proanalisa & Milk 
Promag 
Napacin 
Enterostop 
Feminax  
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CHAPTER V 

Physical Security 

The Physical Security Domain of Information Systems Security is a fairly clear and concise domain. 
Simply put, the Physical Security Domain examines those elements of the surrounding physical 
environment and supporting infrastructure that affect: the confidentiality, integrity, and 
availability :C.I.A.) of information systems. We are not talking about logical controls here, but you will 
notice that some of the physical controls described are implicated in some of the other domains, such 
as operations and Access control (for example, Biometrics). Natural disasters are an example of 
physical threats to security. Facility controls to unauthorized entry or theft are elements of physical 
security. The area known as Industrial security obtains many of these concepts, such as Closed-
Circuit Television (CCTV), cards, fencing, lighting, and so forth. To most engineers or security 
professionals, this domain is probably the least sexy of the 10 domains. Who cares how high 
perimeter fencing should be to protect critical buildings? But you need to know this stuff because : 1) 
some of this information will be on the test, and 2) the best-configured firewall in the world will not 
stand up to a well-placed brick. 

Threats to Physical Security  

Before we can begin an investigation into the various ways an enterprise can implement proper 
physical security, we obviously need to know what aspects of our environment constitute a threat to 
our computing infrastructure. When a risk analysis or business impact assessment is performed, a list 
of all possible threats must be compiled. It does not matter if the likelihood of any specific 
vulnerability is low or nonexistent (a tsunami in Ohio, for example), all possible threats must be 
compiled and examined. Many assessment methods have the practitioner compile these complete 
lists before making a determination as to their likelihood.  

The triad of Confidentiality, Availability, and Integrity is at risk in the physical environment and must 
be protected. Examples of risks to C.I.A. include the following:  

• Interruptions in providing computer services-availability ~ Physical damage- Availability  

• Unauthorized disclosure of information-Confidentiality -Loss of control over system-Integrity  

• Physical theft-Confidentiality, Integrity, and Availability 

Examples of threats to physical security are as follows:  

• Emergencies (darurat) 

• Fire and smoke contaminants (Kebakaran dan kontaminan asap) 

• Building collapse or explosion (Bangunan roboh atau ledakan) 

• Utility loss (electrical power, air conditioning, heating) kehilangan tenaga (tenaga listrik, AC, 
pemanas) 

• water damage (pipe breakage) kerusakan air (kerusakan pipa) 

• Toxic materials release , Bahan beracun rilis 

• Natural disasters Bencana alam 

• Earth movement (such as earthquakes and mudslides) Gerakan bumi (seperti gempa bumi dan 
longsor) 
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• Storm damage (such as snow, ice, and floods) Kerusakan badai (seperti salju, es, dan banjir) 

• Human intervention Intervensi manusia : Sabotage Vandalism War Strikes  

Donn B. Parker, in his book, .Fighting Computer Crime (Wiley, 1998), has compiled a very 
comprehensive list that he calls the seven major sources of physical loss with examples provided for 
each: 

1. Temperature. Extreme variations of heat or cold, such as sunlight, fire, freezing, and heat 
Temperature.  

2. Gases. War gases, commercial vapors, humidity, dry air, and suspended particles are included. 
Examples of these would be Sarin nerve gas, PCP from exploding transformers, air conditioning 
failures, smoke, smog, cleaning fluid, fuel vapors, and paper particles from printers.  

3. Liquids. Water and chemicals are included. Examples of these are floods, plumbing failures, 
precipitation, fuel leaks, spilled drinks, acid and base chemicals used for cleaning, and computer 
printer fluids.  

4. Organisms. Viruses, bacteria, people, animals, and insects are included. Examples of these are 
sickness of key workers, molds, contamination from skin oils and hair, contamination and 
electrical shorting from defecation and release of body fluids, consumption of information media 
such as paper or cable insulation, and shorting of microcircuits from cobwebs.  

5. Projectiles. Tangible objects in motion and powered objects are included. Examples of these are 
meteorites, falling objects, cars and trucks, bullets and rockets, explosions, and wind.  

6. Movement. Collapse, shearing, shaking, vibration, liquefaction, flows, waves, separation, and 
slides are included. Examples of these are dropping or shaking of fragile equipment, earthquakes, 
Earth slides, lava flows, sea waves, and adhesive failures.  

7. Energy anomalies. Types of electric anomalies are electric surges or failure, magnetism, static 
electricity, aging circuitry, radiation, sound, light, and radio, microwave, electromagnetic, and 
atomic waves. Examples cf these include electric utility failures, proximity of magnets and 
electromagnets, carpet static, decomposition of circuit materials, decomposition of paper and 
magnetic disks, Electro-Magnetic Pulse (EMP) from nuclear explosions, lasers, loudspeakers, 
high-energy radio frequency (HERF) guns, radar systems, cosmic radiation, and explosions.  

Controls for Physical Security 

Under the heading of Physical Security Controls, there are several areas. In general, these controls 
should match up with the listed threats. In this chapter, we have grouped the controls into two areas: 
Administrative Controls, and Physical and Technical Controls. 

Administrative Controls  

Administrative controls, as opposed to physical or technical controls, can be thought of as the area of 
physical security protection that benefits from the proper administrative steps. These steps 
encompass proper emergency procedures, personnel control (in the area of Human Resources), 
proper planning, and policy implementation.  

We will look at the following various elements of Administrative Controls:  

• Facility Requirements Planning (Perencanaan kebutuhan fasilitas) 
• Facility Security Management  (Pengelolaan keamanan fasilitas) 
• Administrative Personnel Controls (administrasi staf Pengawasan)  
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Facility Requirements Planning  

Facility Requirements Planning describes the concept of the need for planning for physical security 
controls in the early stages of the construction of a data facility. There might be an occasion when 
security professionals are able to provide input at the construction phase of a building or data center. 
Some of the physical security elements involved at the construction stage include choosing and 
designing a secure site.  

Choosing a Secure Site  Memilih Situs Aman 

The environmental placement of the facility is also a concern during initial planning. Security 
professionals need to consider such questions as:  

1. Visibility. What kind of neighbors will the proposed site have? Low visibility is the rule here.  
2. Local considerations. Is the proposed site near possible hazards (for example, a waste dump)? 

What is the local rate of prime (such as forced entry and burglary)?  
3. Natural disasters. Is it likely this location will have more natural disasters than other locations? 

Natural disasters can include weather-related problems (wind, snow, flooding, and so forth) and 
the existence of an earthquake fault.  

4. Transportation. Does the site have a problem due to excessive air, highway, or road traffic?  
5. Joint tenancy. Are access to environmental and HVAC controls complicated by a shared 

responsibility? A data center might not have full access to core systems when an emergency 
occurs.  

6. External services. Do you know the relative proximity of the local emergency services, such as 
police, fire, and hospitals or medical facilities? 

Designing a Secure Site  Merancang lokasi yang Aman 

Information Security processing areas are the main focus of physical control. Examples of areas that 
require attention during the construction planning stage are:  

• Walls. Entire walls, from the floor to the ceiling, must have an acceptable fire rating. Closets or 
rooms that store media must have a high fire rating.  

• Ceilings. Issues of concern regarding ceilings are the weight-bearing rating and the fire rating.  
• Floors. The following are the concerns about flooring:  

o Slab. If the floor is a concrete slab, the concerns are the physical weight it can bear 
(known as loading, which is commonly 150 pounds per square foot) and its fire rating. a 
raised. The fire rting, its electrical conductivity (grounding against static buildup), and that 
it employs a non-conducting surface material are concerns of raised flooring in the data 
center.  

• Windows. Windows art: normally not acceptable in the data center. If they do exist, however, they 
must be translucent and shatterproof.  

• Doors. Doors in the data center must resist forcible entry and have a fire rating equal to the walls. 
Emergency exits must be clearly-marked and monitored or alarmed. Electric door locks on 
emergency exits should revert to a disabled state if power outages occur to enable safe 
evacuation. While this may be considered a security issue, personnel safety always takes 
precedence, and these doors should be manned in an emergency.  

• Sprinkler system. The location and type of fire suppression system must also be own.  
• Liquid or gas lines. Security professionals should know where the shut- off varies are to water, 

steam, or gas pipes entering the building. Also, water drains should be "positive," that is, they 
should flow outward, away from the building, so they do not carry contaminants into the facility.  

• Air conditioning. AC units should have dedicated power circuits. Security professionals should 
know where the Emergency Power Off EPO) switch is. As with water drains, the AC system 
should provide outward, positive air pressure and have protected intake vents to prevent air-
carried toxins from entering the facility.  
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• Electrical requirements. The facility should have established backup and alternate power sources. 
Dedicated feeders and circuits are required in the data center. Security professionals should 
check for access controls to the electrical distribution panels and circuit breakers.  

Facility Security Management Pengelolaan keamanan fasilitas  

Under the grouping of Facility Security Management, we list audit trails and emergency procedures. 
These are elements of the Administrative Security Controls that are not related to the initial planning 
of the secure site, but are required to be implemented on an ongoing basis. 

Audit Trails 

An audit trail (or access log) is a record of events. A computer system might have several audit trails, 
each focused on a particular type of activity-such as detecting security violations, performance 
problems, and design and programming flaws in applications. In the domain of physical security, 
audit trails and access control logs are vital because management needs to know where access 
attempts existed and who attempted them.  

The audit trails or access logs must record the following:   

� The date and time of the access attempt  

� Whether the attempt was successful or not  

� Where the access was granted (which door, for example)  

� Who attempted the access  

� Who modified the access privilege at the supervisor level  

Some audit trail systems can also send alarms or alerts to personnel if multiple access failure 
attempts have been made. Remember that audit trails and access logs are 'detective, rather than 
preventative. They do not stop an intrusion-although knowing that an audit trail of the entry attempt is 
being compiled may influence the intruder to not attempt entry. Audit trails do help an administrator 
no constructive details of an intrusion post-event, however.  

Emergency Procedures 

The implementation of emergency procedures and the employee training and knowledge of these 
procedures is an important part of administrative physical controls. These procedures should be 
clearly documented, readily accessible (including copies stored off-site in the event of a disaster), 
and updated periodically.  

Elements of emergency procedure administration should include the following: Unsur administrasi 
prosedur darurat harus mencakup sebagai berikut: 

• Emergency system shutdown procedures  

• Evacuation procedures  

• Employee training, awareness programs, and periodic drills  

• Periodic equipment and systems tests  

Administrative Personnel Controls  
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Administrative Personnel Controls encompass those administrative processes that are implemented 
commonly by the Human Resources department during employee hiring and firing. Examples of 
personnel controls implemented by HR often include the following:  

• Preemployment screening penyaringan calon pegawai 
• Employment, references, or educational history checks  
• Background investigation or credit rating checks for sensitive positions  
• On-going employee checks  

o Security clearances-generated only if the employee is to have access to classified 
documents  

• Ongoing employee ratings or reviews by their supervisor   
• Post-employment procedures prosedur pasca 

o Exit interview  
o Removal of network access and change of passwords  
o Return of computer inventory or laptops  

Environmental and Life Safety Controls  

Environmental and Life Safety Controls are considered to be those elements of physical security 
controls that are required to sustain either the computer's operating environment or the personnel's 
operating environment. The following are the three main areas of environmental control: : 

1. Electrical power (listrik) 

2. Fire detection and suppression (pendeteksi kebakaran dan pemadamnya) 

3. Heating, Ventilation, and Air Conditioning (HVAC) (Pemanas ruangan, ventilasi dan AC)  

Electrical Power  

Electrical systems are the lifeblood of computer operations. The continued supply of clean, steady 
power is required to maintain the proper personnel environment as well as to sustain data operations. 
Many elements can threaten power systems, the most common being noise, brownouts, and humidity. 

Noise  

Noise in power system refers to the presence of electrical radiation in the system that is unintentional 
and interferes with the transmission of clean power. In this section, we will go into more detail about 
these types of power problems and their recommended solutions.  

There are several types of noise, the most common being Electromagnetic Interference (EMI) and 
Radio Frequency interference (RFI). EMI is noise that is caused by the generation of radiation due to 
the charge difference between the three electrical wires-the hot, neutral, and ground wires. Two 
common types of EMI generated by electrical systems are:  

 

Common-mode noise. Noise from the radiation generated by the difference be!ween the hot and 
ground wires  

Traversal mode noise. Noise from the radiation generated by the difference between the hot and 
neutral wires  

RFI is generated by the components of an electrical system, such as radiating electrical cables, 
fluorescent lighting, and electric space heaters. RFI can be so serious that it not only interferes with 
computer operations, but it also can permanently damage sensitive components.  
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Several protective measure for noise exist. Some of the ones that need to be noted are:  

� Power line conditioning  

� Proper grounding of the system to the earth  

� Cable shielding   

� Limiting exposure to magnets, fluorescent lights, electric motors, and space heaters  

Table 1 lists various electrical power terms and descriptions.  

Element Description 
Fault Momentary power loss 
Blackout Complete loss of power 
Sag Momentary low voltage 
Brownout Prolonged low voltage 
Spike Momentary higt voltage 
Inrush Initial surge of power at the beginning 
Noise Steady interfering disturbance 
Transient Shirt duration of line noise disturbances 
Clean Non-fluctuating pure power 
Ground One wire in an electrical circuit must be grounded 

Brownouts  

Unlike a sag, a brownout is a prolonged drop in supplied usable voltage that can do serious physical 
damage to delicate electronic components. The American National Standards Institute (ANSI) 
standards permit an 8 percent drop between the power source and the building's meter, and permit a 
3.5 percent drop between the meter and the wall. In New York City, 15 percent fluctuations are 
common, and a prolonged brownout can lower the supplied voltage more than 10 percent. In addition, 
surges and spikes occurring when the power comes back up from either a brownout or an outage can 
also be damaging to the components. All computer equipment should be protected by surge 
suppressors, and critical equipment will need an Uninterruptible Power Supply (UPS).  

Humidity  

The ideal operating humidity range is defined as 40 percent to 60 percent. High humidity, which is 
defined as greater than 60 percent, can produce a problem by creating condensation on computer 
parts. High humidity also creates problems with the corrosion of electrical connections. A process 
similar to electroplating occurs, causing the silver particles to migrate from the connectors onto the 
copper circuits, thus impeding the electrical efficiency of the components.  

Low humidity of less than 40 percent increases the static electricity damage potential. A static charge 
of 4000 volts is possible under normal humidity conditions on a hardwood or vinyl floor, and charges 
up to 20,000 volts or more are possible under conditions of very low humidity with non-static-free 
carpeting. Although you cannot control the weather, you certainly can control your relative humidity 
level in the computer room through your HVAC systems. Table 2 lists the damage various static 
electricity charges can do to computer hardware. 

Static Charge In Volts Will Damage 
40 Sensitive circuit and transistor 
1000 Scramble monitor display 
1500 Disk drive data loss 
2000 System shutdown 
4000 Printer jam 
17000 Permanent chip damage 
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Some precautions you can take to reduce static electricity damage are:  

� Use anti-static sprays where possible.  

� Operations or computer centers should have anti-static flooring.  

� Building and computer rooms should be grounded properly.  

� Anti-static table or floor mats can be used.  

� HVAC should maintain the proper level of relative humidity in computer rooms.  

Fire Detection and Suppression  

The successful detection and suppression of fire is an absolute necessity for the safe, continued 
operation of information systems. A CISSP candidate will need to know the classes, combustibles, 
detectors, and suppression methods of fire safety.   

Fire Classes and Combustibles  

Table 3 lists the three main types of fires, what type of combustible gives the fire its class rating, and 
the recommended extinguishing agent. For rapid oxidation to occur (a fire), three elements must be 
present: oxygen, heat, and fuel. Each suppression medium affects a different element and is 
therefore better suited for different types of fires.  

Class Description Suppression Mediums 
A Common combustibles Water or soda acid 
B Liquid CO2, soda acid or Halon 
C Electrical CO2 or Halon 

• Water. Suppresses the temperature required to sustain the fire.  

• Soda Acid. Suppresses the fuel supply of the fire.  

• CO2. Suppresses the oxygen supply required to sustain the fire.  

• Halon. A little different, it suppresses combustion through a chemical reaction that kills the fire.  

Anyone who has had the misfortune to throw water on a grease fire in a skillet and has suffered the 
resultant explosion will never need to be reminded that certain combustibles require very specific 
suppression methods.  

Fire Detectors  

Fire detectors respond to heat, flame, or smoke to detect thermal combustion or its by-products. 
Different types of detectors have various properties and use the different properties of a fire to raise 
an alarm.  

Heat-sensing. Heat-actuated sensing devices usually detect one of the two conditions: 1) the 
temperature reaches a predetermined level, or 2) the temperature rises quickly regardless of the 
initial temperature. The first type, the fixed temperature device, has a much lower rate of false 
positives (false alarms) than the second, the rate-of-rise detector.  

Flame-actuated. Flame-actuated sensing devices are fairly expensive, as they sense either the 
infrared energy of a flame or the pulsation of the flame, and have a very fast response time. They are 
usually used in specialized applications for the protection of valuable equipment.  
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Smoke-actuated. Smoke-actuated fire sensing devices are used primarily in ventilation systems; here 
an early-warning device would be useful. Photoelectric devices are triggered by the variation in the 
light hitting the photoelectric cell as a result of the smoke condition. Another type of smoke detector, 
the Radioactive Smoke Detection device, generates an alarm when the ionization current created by 
its radioactive material is disturbed by the smoke.  

Automatic Dial-up Fire Alarm. This is a type of signal response mechanism that dials the local fire 
and/ or police stations and plays a prerecorded message when a fire is detected. This alarm system 
is often used in conjunction with the previous fire detectors. These units are inexpensive, but can 
easily be intentionally subverted.  

Fire Extinguishing Systems  

Fire extinguishing systems come in two flavors: water sprinkler systems and gas discharge systems. 
Water sprinkler systems come in four variations:  

Wet Pipe. Wet pipe sprinkler systems always contain water in them, and are also caused a closed 
head system. In the most common implementation: In the event of a heat rise to 1650 F, the fusible 
link in the nozzle melts causing a gate valve to open, allowing water to flow. This is considered the 
most reliable sprinkler system; however, its main drawbacks are that nozzle or pipe failure can cause 
a water flood, and the pipe can freeze if exposed to cold weather.  

Dry Pipe. In a dry pipe system, there is no water standing in the pipe-it is being hold back by a 
clapper valve. Upon the previously described fire conditions arising, the valve opens, the air is blown 
out of tie pipe, and the water flows. While this system is considered less efficient, it is . Commonly 
preferred over wet pipe systems for computer installation because a time delay may enable the 
computer system to power down before the dry pipe system activates.  

Deluge. A deluge system is a type of dry pipe, but the volume of water discharged is much larger. 
Unlike a sprinkler head, a deluge system is designed to deliver a large amount of water to area 
quickly. It is not considered appropriate for computer equipment, however, due to the time required to 
get back on-line after an incident.  

Pre-action. This is currently the most recommended water system for a computer room. It combines 
both the dry and wet pipe systems, by first releasing the water into the pipes when heat is detected 
(dry pipe), then releasing the water flow when the link in the nozzle melts (wet pipe).  

This feature enables manual intervention before a full discharge of water on the equipment occurs.  

Gas discharge systems employ a pressurized inert gas and are usually installed under the computer 
room raised floor. The fire detection system typically activates the gas discharge system to quickly 
smother the fire either under the floor in the cable areas or throughout the room. Typical agents of a 
gas discharge system are carbon dioxide (CO2) or Halon. Halon 1211 does not require the 
sophisticated pressurization system of Halon 1301 and is used in self-pressurized portable 
extinguishers. Of the various replacements for Halon, FM-200 is now the most common.  

Suppression Mediums  

Carbon Dioxide (CO2). CO2 is a colorless and odorless gas commonly used in gas discharge fire 
suppression systems. It is very effective in fire suppression due to the fact that it quickly removes any 
oxygen that can be used to sustain the fire. This oxygen removal also makes it very dangerous for 
personnel and it is potentially lethal. It is primarily recommended for use in unmanned computer 
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facilities, or if used in manned operations centers, the fire detection and alarm system must enable 
personnel ample time to either exit the facility or to cancel the release of the CO2.  

 

Portable fire extinguishers commonly contain CO
2
 or Soda Acid and should be:  

• Commonly located at exits  

• Clearly marked with their fire types  

• Checked regularly by licensed personnel  

 

Halon. At one time, Halon was considered the perfect fire suppression method in computer 
operations centers, due to the fact that it is not harmful to the equipment, mixes thoroughly with the 
air, and spreads extremely fast. The benefits of using Halons are that they do not leave liquid or solid 
residues when discharged. Therefore, they are preferred for sensitive areas, such as computer 
rooms and data storage areas. Several issues arose with its deployment, however, such as that it 
cannot be breathed safely in concentrations greater than 10 percent, and when deployed on fires with 
temperatures greater than 900°, it degrades into se riously toxic chemicals-hydrogen fluoride, 
hydrogen bromide, and bromine. Implementation of halogenated extinguishing agents in computer 
rooms must be extremely well designed to enable personnel to evacuate immediately when 
deployed, whether Halon is released under the flooring or overhead in the raised ceiling.  

 
At the Montreal Protocol of 1987, Halon was designated an ozone- depleting substance due to its use 
of Chlorofluorocarbon Compounds (CFCs). Halon has an extremely high ozone-depleting potential 
(three to ten times more than CFCs), and its intended use results in its release into the environment.  

No new Halon 1301 installations are allowed, and existing installations. are encouraged to replace 
Halon with a non-toxic substitute, like the ones in the following list. Current federal regulations 
prohibit the production of Halons, and the import and export of recovered Halons except by permit. 
There are federal controls on the uses, releases, and mandatory removal of Halon prior to 
deconunissioning equipment, and reporting Halon releases, accidental or not, is mandatory.  

There are alternatives to Halon. Many large users of Halon are taking steps  
to remove Halon-containing equipment from all but the most critical areas. Most Halon 1211 in 
commercial and industrial applications is being replaced and recovered. Halon 1301 is being banked 
for future use.  

The two types of Halon used are:   

Halon 1211. A liquid steaming agent that is used in portable extinguishers  

Halon 1301. A gaseous agent that is used in fixed total flooding systems agen  

Some common EPA-acceptable Halon replacement are:  

• FM-200 (HFC-227ea)  

• CEA-410 or CEA-308  

• NAF-S-Ill (HCFC Blend A)  

• FE-13 (HFC-23)  

• Argon (IG55) or Argonite (IGOl)  

• Inergen (IG541)  

• Low-pressure water mists  

 

Contamination and Damage  

Environmental contamination resulting from the fire (or its suppression) can cause damage to the 
computer systems by depositing conductive particles on the components.  
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The following are some examples of fire contaminants:   

Smoke  

Heat  

Water  

Suppression medium contamination (Halon or CO
2
)  

 

Table 4 lists the temperatures required to damage various computer parts 

Item Temperature 

Computer hardware 1750 F 

Magnetic storage 1000 F 

Paper product 3500 F 

 

Heating, Ventilation, and Air Conditioning  

HVAC is sometimes referred to as HVACR for the addition of refrigeration. HVAC systems can be 
quite complex in modern high-rise buildings. and are the focal point for environmental controls. An IT 
manager needs to know who is responsible for HVAC, and clear escalation steps need to be defined 
well in advance of an environment-threatening incident. The same department is often responsible for 
fire, water, and other disaster response, all of which impact the availability of the computer systems.  

Physical and Technical Controls  

Under this general grouping, we discuss those elements of physical security that are not considered 
specifically administrative solutions, although they obviously have administrative aspects. Here we 
have the areas of environmental controls, fire protection, electrical power, guards, and locks.  

 
We will discuss the elements of control as they relate to the areas of:  

Facility Control Requirements (Kebutuhan kontrol fasilitas) 

Facility Access Control Devices (alat kontrol akses ) 

Intrusion Detection and Alarms (alarm dan deteksi maling) 

Computer Inventory Control (kontrol inventaris komputer) 

Media Storage Requirements  (kebutuhan media penyimpan) 

Facility Control Requirements  

Several elements are required to maintain physical site security for facility control:  

 
Guards  
Guards are the oldest form of security surveillance. Guards still have a very important and primary 
function in the physical security process, particularly in perimeter control. A guard can make 
determinations that hardware or other automated security devices cannot make due to his ability to 
adjust to rapidly changing conditions, to learn and alter recognizable patterns, and to respond to 
various conditions in the environment. Guards provide deterrent capability, response, and control 
capabilities, in addition to receptionist and escort functions. Guards are also the best resource during 
periods of personnel safety risks (they maintain order, crowd control, and evacuation), and are better 
at making value decisions at times of incidents. They are appropriate whenever immediate, 
discriminating judgment is required by the security entity.  
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Guards have several drawbacks, however, such as the following:  
• Availability. They cannot exist in environments that do not support human intervention.  
• Reliability. The pre-employment screening and bonding of guards is not foolproof.  
• Training. Guards can be socially engineered, or may not always have up- to-date lists of access 

authorization.  
• Cost. Maintaining a guard function either internally or through an external service is expensive.  

Dogs  

Using guard dogs is almost as old a concept as using people to guard some- thing. Dogs are loyal, 
reliable (they rarely have substance abuse issues), and have a keen sense of smell and hearing. 
However, a guard dog is primarily acceptable for perimeter physical control, and is not as useful as a 
human guard for making judgment calls. Some additional drawbacks include cost, maintenance, and 
insurance/liability issues.  
 

Fencing Pagar 

Fencing is the primary means of perimeter/boundary facility access control. The category of fencing 
includes fences, gates, turnstiles, and mantraps.  
Fencing and other barriers provide crowd control and help deter casual trespassing by controlling 
access to entrances. Drawbacks to fencing include its cost, its appearance (it might be ugly), and its 
inability to stop a determined intruder. Table 10.5 is a very important table; a CISSP candidate should 
know these heights. 
 

Heigth Protection 
3’ to 4’ higt Deters casual trespassers 
6’ to 7’ high Too hard to climb easily 
8’ higt with 3 strands of barbed wire Deters intruders 

 
 
 
Mantrap. A physical access control method where the entrance is routed through a set of double 
doors that might be monitored by a guard.  

Lighting  

Lighting is also one of the most common forms of perimeter or boundary protection. Extensive 
outside protective lighting of entrances or parking areas can discourage prowlers or casual intruders. 
Critical protected buildings should be illuminated up to 8 feet high with 2 feet candle power. Common 
types of lighting include floodlights, streetlights, fresnel lights, and searchlights.  

 

Locks  

After the use of guards, locks are probably one of the oldest access control methods ever used. 
Locks can be divided into two types: preset and programmable.  

• Preset locks. These are your typical door locks. The combinations to enter cannot be changed 
except by physically removing them and replacing the internal mechanisms. There are various 
types of preset locks, including key-in-knob, mortise, and rim locks. These all consist of variations 
of latches, cylinders, and dead bolts.  

• Programmable locks. These locks can be either mechanically or electronically based. A 
mechanical, programmable lock is often a typical dial combination lock, like the kind you would 
use on your gym locker. Another type of mechanical programmable lock is the common five-key 
pushbutton lock that requires the user to enter a combination of numbers. This is a very popular 
lock for IT operations centers. An electronic programmable lock requires the user to enter a 
pattern of digits on a numerical-style keypad, and it may display the digits in random order each 
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time to prevent shoulder surfing for input patterns. It is also known as a cipher lock or keypad 
access control.  

Closed-Circuit Television  
Visual surveillance or recording devices such as closed circuit television are used in conjunction with 
guards in order to enhance their surveillance ability and to record events for future analysis or 
prosecution. These devices an either be photographic in nature (as in still or movie film cameras), or 
electronic in nature (the closed-circuit TV camera). CCTV can be used to monitor live events 
occurring in an area remote to the guard, or they can be sed in conjunction with a VCR for a cost-
effective method of recording these events.  
Remember that the monitoring of live events is preventative, and the recording of events is 
considered detective in nature.  

Facility Access Control Devices 

This access includes personnel access control to the facility and general operations centers, in 
addition to specific data center access control.  

Security Access Cards  

Security access cards are a common method of physical access control. There are two common card 
types-photo-image and digitally encoded cards. These two groups are also described as dumb and 
smart cards. Dumb cards require guard to make a decision as to its validity, while smart cards make 
the entry decision electronically.  

 

Photo-Image Cards. Photo-image cards are simple identification cards with the photo of the bearer 
for identification. These are your standard photo ID cards, like a drivers license or employee ID 
badge. These cards are referred to as "dumb" cards because they have no intelligence embedded in 
them, and they require an active decision to be made by the entry personnel as to their authenticity. 

 

Digital-Coded Cards. Digitally encoded cards contain chips or magnetically encoded strips (possibly 
in addition to a photo of the bearer). The card reader may be programmed whether to accept an entry 
based upon an online access control computer that can also provide information about the date and 
time of entry. These cards may also be able to create multi-level access groupings. There are two 
common forms of digitally encoded cards, which are referred to as smart and smarter cards.  

 

Smart entry cards can either have a magnetic stripe or a small Integrated Circuit (IC) chip embedded 
in them. This card may require knowledge of a password or Personal Identification Number (PIN) to 
enable entry. A bank ATM card is an example of this card type. These cards may contain a processor 
encoded with the host system's authentication protocol, read-only memory storage of programs and 
data, and even some kind of user interface. 

 
In some scenarios, a smart card can be coupled with an authentication token that generates a one-
time or challenge-response password or pm. While two-actor (or dual-factor) authentication is most 
often used for logical access to network services, it can be combined with an intelligent card reader to 
provide extremely strong facility access control.  

Wireless Proximity Readers. A proximity reader does not require the user to physically insert the 
access card. This card may also be referred to as a wireless security card. The card reader senses 
the card in possession of a user in the general area (proximity) and enables access. There are two 
general types of proximity readers.-user activated and system sensing.  
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A user-activated proximity card transmits a sequence of keystrokes to a wirelpss keypad on the 
reader. The keypad on the reader contains either a fixed preset code or a programmable unique key 
pattern.  

A system-sensing proximity card recognizes the presence of the coded device in the reader's general 
area. The following are the three common types of system-sensing cards, which are based upon the 
way the power is generated for these devices:  

 

1. Passive devices. These cards contain no battery or power on the card, but sense the 
electromagnetic field transmitted by the reader and transmit at different frequencies using the 
power field of the reader.  

2. Field-powered devices. They contain active electronics, a radio frequency transmitter, and a 
power supply circuit on the card.   

3. Transponders. Both the card and reader each contain a receiver, transmitter, acticle electronics, 
and a battery. The reader transmits an interrogating signal to the card, which in turn causes it to 
transmit an access code. These systems are often used as portable devices for dynamically 
assigning access control.  

 

Biometric Devices Alat biometrik 

Biometric access control devices and techniques, such as fingerprinting or retinal scanning, , "Access 
Control Systems." Keep in mind that because they constitute a physical security control, biometric 
devices are also considered a physical access security control device.  

Table 6 Dumb, Smart, and Smarter Cards 

Type of Card Description 

Photo ID Facial photograph 

Optical-coded Laser-burned lattice of digital dots 

Electrical circuit Printed IC on the card 

Magnetic stripe Stripe of magnetic material 

Magnetic strip Rows of copper strips 

Passive electronic Electrically tuned circuitry read by RF 

Active electronic Badge transmitting encoded electronics 

 
Intrusion Detectors and Alarms  

Intrusion detection refers to the process of identifying attempts to penetrate a system or building to 
gain unauthorized access. details ID systems that detect logical breaches of the network 
infrastructure, here we are talking about devices that detect physical breaches of perimeter security, 
such as a burglar alarm. 

Perimeter Intrusion Detectors  

The two most common types of physical perimeter detectors are either based on photoelectric 
sensors or dry contact switches.  

Photoelectric sensors. Photoelectric sensors receive a beam of light from a light-emitting device 
creating a grid of either visible, white light, or invisible, infrared light. An alarm is activated when the 
beams are I broken. The beams can be physically avoided if seen; therefore, invisible infrared light 
is often used. Also, employing a substitute light system i can defeat the sensor. 

Dry contact switches. Dry contact switches and tape are probably the most common types of 
perimeter detection. This can consist of metallic foil tape on windows, or metal contact switches on 
door frames. This type of physical intrusion detection is the cheapest and easiest to maintain, and is 
very commonly used for shop front protection 
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Motion Detectors  
In addition to the two types of intrusion detectors previously mentioned, motion detectors are used to 
sense unusual movement within a predefined interior security area. They can be grouped into three 
categories: wave pattern motion detectors, capacitance detectors, and audio amplification devices. 
 
Wave Pattern. Wave pattern motion detectors generate a frequency wave pattern and send an alarm 
if the pattern is disturbed as it is reflected back to its receiver. These frequencies can either be in the 
low, ultrasonic, or microwave range.  

Capacitance. Capacitance detectors monitor an electrical field surrounding the object being 
monitored. They are used for spot protection within a few inches of the object, rather than for overall 
room security monitoring used by wave detectors. Penetration of this field changes the electrical 
capacitance of 'the field enough to generate an alarm.  

Audio Detectors. Audio detectors are passive, in that they do not generate any fields or patterns like 
the previous two methods. Audio detectors simply monitor a room for any abnormal sound wave 
generation and trigger an alarm. This type of detection device generates d higher number of false 
alarms than the other two methods, and should only be used in areas that have controlled ambient 
sound.  

 

Alarm System 

The detection devices previously listed monitor and report on a specific change in the environment. 
These detectors can be grouped together to create alarm systems. There are four general types of 
alarm systems:  

Local Alarm Systems. A local alarm system rings an audible alarm on the local premises that it 
protects. This alarm must be: protected from tampering and be audible for at least 400 feet. It also 
requires guards to respond locally to the intrusion.  

Central Station Systems. Private security firms operate these systems that are monitored around the 
clock. The central stations are signaled by detectors over leased lines. These stations typically offer 
many additional features, such as CCTV monitoring and printed reports, and the customers' 
premises are commonly less than 10 minutes travel time away from the central monitoring office.  

Proprietary Systems. These systems are similar to the central station systems, except that the 
monitoring system is owned and operated by the customer. They are like local alarms, except that a 
sophisticated computer system provides many of the features in-house that a third-party firm would 
provide with a central station system.  

Auxiliary Station Systems. Any of the previous three systems may have auxiliary alarms that ring at 
the local fire or police stations. Most central station systems include this feature, which requires 
permission from the local authorities before implementation.  
 
Two other terms related to alarms are:  

Line supervision. Line supervision is a process where an alarm signaling transmission medium is 
monitored to detect any line tampering to subvert its effectiveness. The Undenvriters Laboratory (UL) 
standard 611-1968 states, "the connecting line between the central station and the : protection shall 
be supervised so as to automatically detect a compromise attempt by methods of resistance 
substitution, potential substitution, or any single compromise attempt.".Secure detection and alarm 
systems require line supervision.  

Power supplies. Alarm systems require separate circuitry and backup power with 24 hours minimum 
discharge time. These alarms help reduce the probability of an alarm system's failure due to a power 
failure.  

Computer Inventory Control  
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Computer Inventory Control is the control of computers and computer equipment from physical theft 
and protection from damage. The two main areas of concern are computer physical control and 
laptop control. 

 

PC Physical Control  

Due to the proliferation of distributed computing and the proliferation of laptops, inventory control at 
the microcomputer level is a major headache. Some groups estimate that 40 percent of computer 
inventory shrinkage is due to microcomputer parts walking out the door. Several physical controls 
must be taken to minimize this lost:  

Cable locks. A cable lock CQl1Sists of a vinyl-covered steel cable anchoring the PC or peripherals to 
the desk. They often consist of screw kits, slot  
locks, and cable traps.  

Port controls. Port controls are devices that secure data ports (such as a floppy drive or a serial) and 
prevent their use.  

Switch controls. A switch control is a control for the on/off switch, which prevents a user from 
switching off the file server's power.  

Peripheral switch controls. These types of controls are lockable switches that prevent a keyboard 
from being used.  

Electronic security boards. These boards are inserted into an expansion slot in the PC and forces a 
user to enter a password when the unit is booted. This is also a standard part of the Basic Input 
Output System (BIOS) of many off-the-shelf PCs. They might also be called cryptographic locks. 
 
Laptop Control  

The proliferation of laptops and portables is the next evolution of distributed computing and 
constitutes a challenge to security practitioners. Now the computing resources can be strewn all over 
the globe, and physical inventory control is nearly impossible for an organization without a 
substantive dedication of rr resources. A laptop theft is a very serious issue because it creates a 
failure of all tr.ree elements of C.I.A.: Confidentiality, as the data can now be read by someone 
outside of a monitored environment; Availability, as the user has lost the unit's computing ability; and 
Integrity, as the data residing on the unit and any telecommunicatio:1S from it are now suspect.  

 

Media Storage Requirement. 

The ongoing storage of data media and the proper disposal of unneeded media and reports is a 
serious concern to security prartitioners. Some tiITle an organization will devote a large amount of 
resources to perimeter protection and network security, then will dispose of reports improperly. Or, 
they will '. reuse laptops or diskettes witrlout fully and appropriately wiping the data.  
Because laptop theft is rampant, encryption of any sensitive data on a portable is also an absolute 
necessity. An associate of mine was recently lent a laptop while working at a top brokerag;:; firm, only 
to dis.:over that the hard drive had not been reformatted, and contained dozens of sensitive emails 
per- taining to the 1996 presidential election (the previous owr.er had worked as an ,: advisor to the 
Gap Bob Dole canlpaign).  
The following types of media commonly require storage, destruction, or , reuse:  

-Data backup tapes   
 
-CDs  

-Diskettes  

-Hard drives  

-Paper printouts and reports  
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The common storage areas for such media are:  

On-site. Areas within the facility, such as operations centers, offices, desks,  
storage clusets, cabinets, safes, and so on  

Off-site. Areas outside of the facility, such as data backup vault services, partners and vendors, and 
disposal systems. Transportation to or from an external data vault services vendor is a security 
concern, and it  
should be examined for problems relating to theft, copying, alteration, or destruction of data. 
 
We have the following resources and elements in our control to protect the media:  

-Physical access control to the storage areas  

-Environmental controls, such as fire and water protections -Diskette inventory controls and 
monitoring -Audits of media use  

Data Destruction and Reuse  

Data that is no longer needed or used must be destroyed. Information on mag- netic media is 
typically "destroyed" by degaussing or overwriting. Fonnat- ling a disk once does not completely 
destroy all data, so the entire media must be overwritten or formatted seven times to conform to 
standards for object reuse.  
Paper reports should be shredded by personnel with the proper level of security clearance. Some 
shredders cut in straight lines or strips, others cross- cut or disintegrate the material into pulp. Care 
must be taken to limit access to the reports prior to disposal and those stored for long periods. 
Reports should never be disposed of without shredding, such as when they are placed in a dwnpster 
intact. Buming is also sollletimes used to destroy paper reports, especially in the Department of 
Defense al1d military.  

Object Reuse and Data Remanence  

Object Reuse is the concept of reusing data storage media after its initial use. Data Remanence is 
the problem of residual information remaining on the media after erasure, which may be subject to 
restoration by another user, thereby resulting in a loss of confidentiality. Diskettes: hard drives, tapes, 
and any magnetic or writable media are susceptible to data remanence. Retrieving the bits and 
pieces of data that have not been thoroughly removed from storage media is a common method of 
computer forensics, and is often used by law enforcement personnel to preserve evidence and to 
construct a trail of misuse. Anytime a storage medium is reused (and also when it is discarded), there 
is the potential for the media's information to be retrieved. Methods must be employed to properly 
destroy the existing data to ensure that no residual data is available to new users. The Orange Book 
standard recommends that magnetic media be formatted seven times before discard or reuse.  
Terminology relative to the various stages of data erasure is as follows:  

Clearing. This term refers to the overwriting of data media (primarily magnetic) intended to be reused 
in the same organization or monitored environment.  

Purging. This term refers to degaussing or overwriting media intended to be removed from a 
monitored environment, such as during resale (laptops) or donation to charity.  

Destruction. This term refers to completely destroying the media, and therefore the residual data. 
Paper reports, diskettes, and optical media (CD-ROMs) need to be physically destroyed before 
disposal.  

The following are the common problems with magnetic media erasure that may cause data 
remanence:  

1. Erasing the data through an operating system does not remove the data, it just changes the File 
Allocation Table and renames the first character of the file. This is the most common way computer 
forensics investigators can restore file.>.  

2. Damaged sectors of the disk may not be overwritten by the format  
Utility. Degaussing may need to be used, or formatting seven times is  
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Recommended 
 

The simplest way to get a handle on your office's state of physical security is to do a minimal .walk-
about This consists of an after-hours walk-through of your site. Checking for these specific things:  

1. Sensitive company information is not lying open on desks or in traffic areas.  

2. Workstations are logged out and turned off. 3. Offices are locked and secured.  

3. Stairwell exits are not propped open (I have seen them propped open with fire extinguishers. so 
folks wouldn't have to use the elevators!). 5. Files, cabinets, and desks are locked and secured.  

4. Diskettes and data tapes are put away and secured.  

5. Rewriting files on top of the old files may not overwrite all data areas on the disk, because the 
new file may not be as long as the older file and data may be retrieved past the file end control 
character.  

6. Degausses equipment failure or operator error may result in an inadequate erasure.  

7. Theft: may be an inadequate number of formats. Magnetic media. Containing sensitive 
information should be formatted seven times or more. 

 
Sample Questions   
 
1. The recommended optimal relative humidity range for computer operations is: 

a. 10%-30%  
b. 30%-40%  
c. 40°/0-60%  
d. 60%-80%  

2. How many times should a diskette be formatted to comply with TCSEC Orange Book object 
reuse recommendations?  
a. Three  
b. Five  
c. Seven 
d. Nine  

3. Which of the following more closely describes the combustibles in a Class B-rated fire?  
a. Paper 
b. Gas  
c. Liquid  
d. Electrical  

4. Which of the following is NOT the proper suppression medium for a Class B fire?  
a. CO2 
b. Soda Acid 
c. Halon 
d. Water  

5. What does an audit trail or access log usually NOT record?  
a. How often a diskette was formatted 
b. Who attempted access 
c. The date and time of the access attempt 
d. Whether the attempt was successful 

6. A Brownout can be defined as a:  
a. Prolonged power loss  
b. Momentary low voltage 
c. Prolonged low voltage  
d. Momentary high voltage  

7. A surge can be defined as a(n):  
a. Prolonged high voltage  
b. Initial surge of power at start 
c. Momentary power loss  
d. Steady interfering disturbance  
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8. Which is NOT a type of fire detector?  
a. Heat-sensing  
b. Gas-discharge  
c. Flame-actuated 
d. Smoke-actuated  

9. Which of the following is NOT considered an acceptable replacement for Halon discharge 
systems?  
a. FA200  
b. Inergen (IG541)  
c. Halon 1301  
d. Argon (IG55)  

10. Which type of fire extinguishing method contains standing water in the pipe, and therefore 
generally does not enable a manual shutdown of systems before discharge:? 
a. Dry Pipe  
b. Wet pipe 
c. Preaction 
d. Deluge  

11. Which type of control below is NOT an example of a physical security access control?  
a. Retinal scanner 
b. Guard dog  
c. Five-key programmable lock  
d. Audit trail  

12. Which is NOT a recommended way to dispose of unwanted used data media?  
a. Destroying CD-ROMs  
b. Formatting diskettes seven or more times  
c. Shredding paper reports by cleared personnel  
d. Copying new data over existing data on diskettes  

13. Which of the following is an example of a "smart" card?  
a. A driver's license  
b. A bank ATM card 
c. An employee photo ID  
d. A library card 

14. Witch is NOT an element of two-factor authentication?  
a. Something you are  
b. Something you know  
c. Something you have  
d. Something you ate 

15. The theft of a laptop poses a threat to which tenet of the C.I.A. triad?  
a. Confidentiality  
b. Integrity  
c. Availability  
d. All of the above  

16. Which is a benefit of a guard over an automated control?  
a. Guards can use discriminating judgment.  
b. Guards are cheaper 
c. Guards do not need training. 
d. Guards do not need pre-employment screening. 

17. Which is NOT considered a preventative security measure?  
a. Fences 
b. Guards  
c. Audit trails 
d. Preset locks  
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18. Which is NOT a PC security control device?  
a. A cable lock  
b. A switch control  
c. A port control  
d. A file cabinet lock  

19. What is the recommended height of perimeter fencing to keep out casual trespassers?  
a. 1' to 2' high :  
b. 3' to 4' high  
c. 6' to 7' high 
d. 8' to 12' high  

20. Why should extensive exterior perimeter lighting of entrances or parking areas be installed?  
a. To enable programmable locks to be used  
b. To create two-factor authentication  
c. To discourage prowlers or casual intruders  
d. To prevent data remanence  

21. Which of the following is NOT a form of data erasure?  
a. Clearing  
b. Remanence  
c. Purging  
d. Destruction  

22. Which is NOT considered a physical intrusion detection method?  
a. Audio motion detector 
b. Photoelectric sensor  
c. Wave pattern motion detector 
d. Line supervisio 

 
Bonus Questions  

1. Which type of fire extinguisher below should be used on an electrical fire? 

a. Water  

b. Soda Acid 

c. CO2 

d. Kerosene  

2. Which type of fire detector sends an alarm when the temperature of the room rises dramatically?  

a. Heat-sensing 

b. Odor-sensing  

c. Smoke-actuated  

d. Flame-actuated  

3. Which medium below is the most sensitive to damage from temperature?  

a. Computer hardware 

b. Floppy diskettes 

c. Paper products 

d. Sheet rock  

4. Which choice below is the BEST description of a Central Station Alarm System?  

a. Rings an audible alarm on the local premises that it protects 

b. Rings an alarm in a central monitoring office of a third-party monitoring firm  

c. Rings an alarm in the office of the customer  

d. Also rings an alarm in the local fire or police station  
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5. Which choice below is NOT a type of motion detector?  

a. Wave pattern detection  

b. Capacitance detection  

c. Smoke detection  

d. Audio detection  

6. Which choice below BEST describes the process of data purging?  

a. Overwriting of data media intended to be reused in the same organization or area  

b. Degaussing or thoroughly overwriting media intended to be removed from the control of the 
organization or area 

c. Complete physical destruction of the media  

d. Reusing data storage media after its initial use 

7. Which choice below BEST describes a power sag?  

a. Complete loss of power  

b. Momentary high voltage  

c. Prolonged high voltage  

d. Momentary low voltage  

8. Which choice below BEST describes a mantrap?  

a. A physical access control using at least 6' to 7' high fencing  

b. A physical access control using double doors and a guard  

c. A physical access control using flood lighting  

d. A physical access control using CCTV 

9. Which choice below describes the reason for using cable locks on workstations?  

a. To prevent unauthorized access to the network from the unit  

b. To prevent the robbery of the unit  

c. To prevent unauthorized downloading of data to the unit's floppy drive 

d. To prevent the unit from being powered on  

10. Which choice below is not a description or element of a raised floor?  

a. A platform with removable panels where equipment is installed  

b. Flooring with space between it and the main building floor housing cabling  

c. Raised area used to supply conditioned air to the data processing equipment and room  

d. Area used for storage of paper files 

 

Advanced Sample Questions  
 
1. Which choice below is NOT a common biometric method?  

a. Retina pattern devices  
b. Fingerprint devices  
c. Handprint devices 
d. Phrenologic devices  

2. According to the NFPA, which choice below is NOT a recommended risk factor to consider when 
determining the need for protecting the computing environment from fire?  
a. Life safety aspects of the computing function or process  
b. Fire threat of the installation to occupants or exposed property  
c. Distance of the computing facility from a fire station  
d. Economic loss of the equipment's value  
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3. Which choice below is NOT an example of a Halocarbon Agent?  
a. HFC-23  
b. FC-3-1-10 
c. IG-541  
d. HCFC-22  

4. Which choice below is NOT an example of a combustible in a Class B fire?  
a. Grease 
b. Rubber  
c. Oil-base paints  
d. Flammable gases  

5. Which statement below most accurately describes a "dry pipe" sprinkler system?  
a. Dry pipe is the most commonly used sprinkler system.  
b. Dry pipe contains air pressure.  
c. Dry pipe sounds an alarm and delays water release.  
d. Dry pipe may contain carbon dioxide.  

6. Which choice below is NOT a recommendation for records and materials storage in the computer 
room, for fire safety?  
a. Green bar printing paper for printers should be stored in the computer room.  
b. Abandoned cables shall not be allowed to accumulate.  
c. Space beneath the raised floor shall not be- used for storage purposes.  
d. Only minimum records shall be required for essential and efficient operation.  

7. Which choice below is NOT considered an element of two-factor authentication?  
a. Something you know  
b. Something you do  
c. Something you have  
d. Something you are  

8. Which choice below is NOT an example of a "clean" fire extinguishing agent?  
a. CO2 
b. IG-55  
c. IG-G1  
d. HCFC-22  

9. Which choice below is NOT considered a requirement to install an automatic sprinkler system?  
a. The building is required to be sprinklered.  
b. The computer room is vented to outside offices.  
c. The computer room contains a significant quantity of combustible materials.  
d. A computer system's enclosure contains combustible materials.  

10. Which choice below is NOT a type of motion detection system?  
a. Ultrasonic detection system  
b. Microwave detection system  
c. Host-based intrusion detection system  
d. Sonic detection system  

11. Which fire extinguishant choice below does NOT create toxic HF levels?  
a. Halon 1301 
b. Halon 1211  
c. IG-O1  
d. HCFC-22  

12. Which choice below is NOT permitted under computer room raised flooring?  
a. Interconnecting DP cables enclosed in a raceway  
b. Underfloor ventilation for the computer room only  
c. Nonabrasive openings for cables  
d. Underfloor ventilation to the rest of the offices ventilation system  

13. Which choice below represent;s the BEST reason to control the humidity in computer operations 
areas?  
a. Computer operators do not perform at their peak if the humidity is too high. .  
b. Electrostatic discharges can harm electronic equipment.  
c. Static electricity destroys the electrical efficiency of the circuits.  
d. If the air is too dry, electroplating of conductors may occur.  

14. Which statement below is NOT accurate about smoke damage to electronic equipment?  
a. Smoke exposure during a fire for a relatively short period does little immediate damage.  
b. Continuing power to the smoke-exposed equipment can increase the damage.  
c. Moisture and oxygen corrosion constitute the main damage to the equipment 
d. The primary damage done by smoke exposure is immediate.  

15. Which choice below most accurately describes the prime benefit from using guards? .  
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a. Human guards are less expensive than guard dogs.  
b. Guards can exercise discretionary judgment in a way that automated systems can't.  
c. Automated systems have a greater reliability rate than guards. 
d. Guard dogs cannot discern an intruder's intent.  

16. Which choice below is an accurate statement about EM! and RFI?  
a. EMI can contain RFI.  
b. EMI is generated naturally; RFI is man-made. 
c. RFI is generated naturally; EMI is man-made.  
d. Natural sources of EMI pose the greatest threat to electronic equipment.  

17. In which proper order should the steps below be taken after electronic equipment or media has 
been exposed to water?  
a. Place all affected equipment or media in an air-conditioned area, if portable.  
b. Turn off all electrical power to the equipment.  
c. Open cabinet doors and remove panels and covers to allow water to run out.  
d. Wipe with alcohol or Freon-alcohol solutions or spray with water-displacement aerosol 

sprays.  
18. Which choice below is NOT an example of using a social engineering technique to gain physical 

access to a secure facility?  
a. Asserting authority or pulling rank  
b. Intimidating or threatening  
c. Praising or flattering  
d. Employing the salami fraud  

19. In which proper order should the steps below be taken after electronic equipment or media has 
been exposed to smoke contaminants?  
a. Turn off power to equipment.  
b. Spray corrosion-inhibiting aerosol to stabilize metal contact surfaces.  
c. Spray connectors, backplanes, and printed circuit boards with Freon or Freon-alcohol 

solvents.  
d. Move equipment into an air-conditioned and humidity- controlled environment.  

20. Which fire suppression medium below is considered to be the MOST toxic to personnel?  
a. CO2  
b. IG-O1  
c. Halon 1301  
d. Halocarbon Agents  

21. Which type of personnel control below helps prevent piggybacking? 
a. Man traps  
b. Back doors  
c. Brute force  
d. Maintenance hooks  

22. Which type of physical access control method below is best suited for high-security areas?  
a. Deadbolts  
b. Access token  
c. Key locks  
d. Pushbutton locks  

23. Which term below refers to a standard used in determining the fire safety of a computer room?  
a. Noncombustible  
b. Fire-resistant  
c. Fire-retardant 
d. Nonflammable 

 

 
 
 
 
 
 
 
 
 
 
 


